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End-User Terms for MySecuritas Digital ID Protection

Published: August 9, 2023
Effective: September 1, 2023

These End-User Terms for MySecuritas Digital ID Protection (“EUT”) govern your and your organization’s use
of MySecuritas Digital ID Protection and any subsequent release thereof, including all associated features and
functionalities, websites, mobile applications and other user interfaces (collectively “MySecuritas Digital ID
Protection”).

1. Use of MySecuritas Digital ID Protection

1.1. Your license to and use of MySecuritas Digital ID Protection is governed by the terms and
conditions of the agreement(s) under which MySecuritas Digital ID Protection are provided to
your organization.

1.2.  When using MySecuritas Digital ID Protection, you must:

i adhere to applicable laws and regulations, including relevant privacy regulations;

ii. only access and use MySecuritas Digital ID Protection in accordance with instructions
from your organization, and for as long as you are employed or contracted by your
organization;

iii.  only use MySecuritas Digital ID Protection for its intended purpose(s) and in accordance
with any directions, instructions and limitations, including but not limited to such
directions published by Securitas or Defentry AB (“Defentry”) in relation to MySecuritas
Digital ID Protection;

iv. provide and maintain current, complete and accurate information for your account to
MySecuritas Digital ID Protection. Your account is personal, and you may not let others
use your account or share or otherwise handle your log-in credentials in a manner which
puts the credentials at risk of dissemination to unauthorized individuals;

V. not breach, circumvent, remove or affect the technique or security systems used to
protect MySecuritas Digital ID Protection;

Vi. not act in a way that may cause MySecuritas Digital ID Protection to be disabled,
overloaded, deteriorated or harmed, or in any other way that may cause Securitas or
MySecuritas Digital ID Protection any damage;

Vii. not alter, develop, reverse engineer, decompile, disassemble, attempt to derive source
code, create derivative works of or make additions to MySecuritas Digital ID Protection;
and

viii. take responsibility for any text, data, image, audio, graphics or other material which is

input or uploaded by you to MySecuritas Digital ID Protection, and make sure that such
information/data does not include content which is illegal, pornographic, defamatory,
promotes unlawful activities or content which Securitas may consider to be in a moral or
ethical grey zone.

1.3.  The technology behind MySecuritas Digital ID Protection is managed by Securitas’ partner
Defentry. By using MySecuritas Digital ID Protection, you will gain access to an online portal where
you can enter information that you wish to be monitored against any associated suspicious
activity on the deep/dark web. If suspicious activity is detected, you will be alerted by email or
SMS. Neither Securitas, nor Defentry, is responsible for any compensation to you due to theft or
misuse of your information as MySecuritas Digital ID Protection is only monitoring and alerting
you of suspicious activity. You are responsible to take appropriate actions if suspicious activity is
detected.
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1.4.

1.5.

2.1

2.2.

As a general rule of thumb, we will not monitor or investigate your specific use of MySecuritas
Digital ID Protection. We however have the right to monitor and/or investigate your use of
MySecuritas Digital ID Protection when deemed necessary, for example in case of a suspected
breach of these EUT. If you use MySecuritas Digital ID Protection in breach of these EUT or
reasonably cause us and/or our licensors or MySecuritas Digital ID Protection any harm, or if we
in our sole discretion deem that your use of MySecuritas Digital ID Protection poses a security
risk to us or our clients or otherwise puts us at risk of incurring damages or your use in any other
aspect is considered unacceptable by us, we might need to immediately suspend or terminate
your use of MySecuritas Digital ID Protection. Upon notice of such suspension or termination you
must immediately stop using MySecuritas Digital ID Protection.

MySecuritas Digital ID Protection may not be compatible or fully functional with all devices or
browsers. This means that MySecuritas Digital ID Protection might not work with your device or
browser.

Personal data processing

MySecuritas Digital ID Protection monitors and processes personal data and is provided by
Securitas in cooperation with Defentry. Defentry owns, manages and controls the solution for
MySecuritas Digital ID Protection, including personal data processing required to deliver
MySecuritas Digital ID Protection. Defentry determines the purposes and means for such
processing and is data controller under applicable data protection legislation for the processing
activities performed to deliver MySecuritas Digital ID Protection. Securitas will during the
registration process for MySecuritas Digital ID Protection collect certain personal data from you
(customer name and email address) limited to and for the purposes of identifying you as a
Securitas customer and then transfer this data to Defentry as part of the service registration
process. Securitas is data controller for this personal data and you can find more information on
how we process that information in our Privacy Notice. All other personal data will be shared by
you with Defentry directly to configure MySecuritas Digital ID Protection in accordance with your
needs and order. Please use the link to read the Defentry Privacy Notice.

The personal data is handled and stored securely either within Securitas data center (customer
name and email address) or within Defentry data center (such as customer name and email
address, six digits of credit card numbers, company registration number, social security number
or and other personal data you may share in relation to MySecuritas Digital ID Protection).

Intellectual Property Rights

All rights pertaining to MySecuritas Digital ID Protection including any software applications
therein, and its contents, including copyright and any other intellectual property rights pertaining
to the development of, the basis for and the compiling of contents, in MySecuritas Digital ID
Protection, even after installation on personal computers, mobile handsets, tablets, wearable
devices and/or other devices, are owned or licensed by Securitas, Defentry, and/or our licensors.
Copyright notices and any other notices on ownership in MySecuritas Digital ID Protection or
relating documentation must be preserved and may not be removed or altered.

Amendments
Securitas reserves the right to amend or change these EUT and/or MySecuritas Digital ID

Protection at any time without notice. When we update these EUT, the “Effective as of” date
above will be updated to reflect the date of the most recent version. Your continued use of


https://www.securitas.com/globalassets/com/files/my-securitas/privacy_notice_mysecuritas_en.pdf
https://www.securitas.com/globalassets/com/files/my-securitas/privacy_notice_for_mysecuritas_digital_id_protection.pdf
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5.1

5.2.

MySecuritas Digital ID Protection constitutes your acceptance of the modified EUT. We
encourage you to periodically review these terms to ensure you are in compliance.

Feedback and Contact Information

We appreciate any feedback from you and/or your organization. If you provide any feedback
such as ideas, suggestions, enhancement requests or recommendations to an entity within the
Securitas Group regarding MySecuritas Digital ID Protection, you acknowledge that all rights
including any intellectual property rights to such feedback shall be immediately and irrevocably
assigned to us without restriction and without any right to any payment or other consideration.
Any feedback you provide shall be deemed to be non-confidential.

MySecuritas Digital ID Protection is developed and owned by Defentry AB, reg. No 559016-3217,
and Securitas Intelligent Services AB, reg. no. 556655-4670. Entities within the Securitas Group
have been granted a license by Securitas Intelligent Services AB to provide its clients a non-
exclusive and limited license to use MySecuritas Digital ID Protection. If you would like to provide
feedback, ask questions or contact us for any other reason, please feel free to send an e-mail to
mysecuritas@mysecuritas.com. You can also reach us by post at Securitas Intelligent Services
AB, Box 12516, 102 29 Stockholm, Sweden.
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